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Al & CYBERSECURITY

LAl nella Cybersecurity ha un ruolo sempre piu
importante nella detection degli attacchi e nella
protezione delle informazioni sensibili


https://www.innovation-exploited.com/tag/artificial-intelligence
https://www.innovation-exploited.com/tag/cybersecurity

Al & CYBERSECURITY

La complessita raggiunta dalle attuali piattaforme
digitali non consente piu di affidarsi esclusivamente ai
Malware Analysts umani


https://www.innovation-exploited.com/tag/malware-analysis
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Alcuni degli scenari in cui I'Al € stata applicata
con successo nella Cybersecurity:
e spam filter
e network intrusion detection

e botnet detection

e user authentication


https://www.innovation-exploited.com/tag/artificial-intelligence
https://www.innovation-exploited.com/tag/cybersecurity
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Altri scenari emergenti che fanno uso di approcci
evoluti:

e biometrics authentication (neural networks)
e Odays threats detection (Hidden Markov Model)
e fraud detection (Xgboost)
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| diversi approcci dell'Al utilizzati nella Cybersecurity:

e supervised learning
e unsupervised learning

e reinforcement learning


https://www.innovation-exploited.com/tag/artificial-intelligence
https://www.innovation-exploited.com/tag/cybersecurity
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Le principali difficolta operative nell'introduzione
dell'Al nella Cybersecurity:

e biased datasets (honeypots, malware samples)

e model overfitting

e false positives, false negatives


https://www.innovation-exploited.com/tag/artificial-intelligence
https://www.innovation-exploited.com/tag/cybersecurity

BIAS-VARIANCE TRADEOFF

Training Set Size

(Image credits: Wikimedia.org)



Al & CYBERSECURITY

Da tali difficolta non sono immuni neanche le Neural
Networks, anzi:
e false positives in facial recognition
e Adversarial samples attacks

e model replication


https://www.innovation-exploited.com/tag/artificial-intelligence
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Tra le minacce emergenti che hanno come obiettivo le
procedure di Al possiamo ricordare |'uso delle
Generative Adversarial Networks (GANSs)


https://www.innovation-exploited.com/tag/artificial-intelligence
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PER SAPERNE DI PIU

Hands-on Artificial Intelligence for Cybersecurity

Hands-On

Artificial Intelligence
for Cybersecurity



https://www.amazon.it/dp/B07WLDDJTP
https://www.amazon.it/dp/B07WLDDJTP

